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'DWD�SURWHFWLRQ�LQWHJUDWHV�EDFNXS��GLVDVWHU�UHFRYHU\��$Ζ�EDVHG�
DQWL�PDOZDUH��UHPRWH�DVVLVWDQFH��DQG�F\EHUVHFXULW\�LQWR�D�VLQJOH��
IDVW��HIILFLHQW��DQG�UHOLDEOH�WRRO��:LWK�WKH�ILYH�VWDJHV�EHORZ��\RX�
FDQ�SURDFWLYHO\�SURWHFW�GDWD�IURP�WRGD\ȇV�DGYDQFHG�WKUHDWV�

• 3UHYHQWLRQ�ȃ�3URDFWLYHO\�SURWHFW�\RXU�GDWD��V\VWHPV��DQG
DSSOLFDWLRQV�E\�SUHYHQWLQJ�DWWDFNV�IURP�KDSSHQLQJ�LQ�WKH�ILUVW
SODFH

• 'HWHFWLRQ�ȃ�'HWHFW�LVVXHV�DQG�WKUHDWV�EHIRUH�WKH\�SRVH�D�ULVN
WR�DQ\�HQYLURQPHQW

• 5HVSRQVH�ȃ�(QDEOH�TXLFN�DFWLRQ�WR�PLQLPL]H�ULVN

• 5HFRYHU\�ȃ�4XLFNO\�DQG�VDIHO\�UHVWRUH�GDWD�IURP�NQRZQ�
DFFXUDWH�EDFNXSV�LQ�WKH�HYHQW�LW�JHWV�FRPSURPLVHG

• )RUHQVLFV�ȃ�0LWLJDWH�IXWXUH�ULVNV�E\�FROOHFWLQJ�DQG�SHUIRUPLQJ
IRUHQVLF�LQYHVWLJDWLRQV

<RX�FDQ�EHJLQ�SODQQLQJ�DQG�EHQFKPDUNLQJ�\RXU�
F\EHU�SURWHFWLRQ�SRVWXUH�DQG�SRWHQWLDOO\�DFKLHYH�
ORZHU�ULVN�ZLWK�WKLV�FKHFNOLVW�
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'DWD�3URWHFWLRQ�&KHFNOLVW
/HJDF\�SURWHFWLRQ�WHFKQRORJLHV�ODFN�LQWHJUDWLRQ��&\EHUWKUHDWV�DUH�RQ�WKH�ULVH��%UHDFKHV�KDSSHQ�PRUH�RIWHQ�
DQG�RQ�PRUH�GHYLFHV��

:KHQ�LW�FRPHV�WR�F\EHUFULPH��WRGD\ȇV�VPDOO�DQG�PLGVL]H�EXVLQHVVHV��60%V��DUH�DQ�HDV\�WDUJHW��%XGJHWV�DQG�
VWDIILQJ�DUH�OLPLWHG��DQG�ILQGLQJ�WKH�ULJKW�VNLOOHG�SHRSOH�LV�GLIILFXOW��0DQ\�RSW�WR�UHO\�RQ�D�PDQDJHG�VHUYLFH�
SURYLGHU��063��WR�DGPLQLVWHU�WKHLU�Ζ7�QHHGV�DQG�NHHS�WKHLU�ZRUNORDGV�DQG�V\VWHPV�VHFXUH�

+RZHYHU��VLQFH�WKH�F\EHUWKUHDW�ODQGVFDSH�LV�DOZD\V�HYROYLQJ��PDQ\�063V�DOVR�VWUXJJOH�WR�VWD\�DKHDG�RI�QHZ�
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WKHLU�EXVLQHVVHV�WR�JDLQ�DFFHVV�WR�ERWK�WKH�063Vȇ�GDWD�DQG�WKHLU�FOLHQWVȇ��

$�EDFNXS�DQG�UHVWRUH�VWUDWHJ\�DORQH�LV�QR�ORQJHU�VXIILFLHQW�WR�NHHS�GDWD�VDIH���7KH�REMHFWLYH�RI�QHZ�
UDQVRPZDUH�VWUDLQV�LV�WR�GHOHWH�EDFNXS�ILOHV��DJHQWV��DQG�VHFXULW\�VRIWZDUH��%DFNXS�ZLWKRXW�LQWHJUDWHG�
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%\�LQWHJUDWLQJ�F\EHUVHFXULW\�DQG�GDWD�SURWHFWLRQ�ȃ�WKH�Ζ7�GLVFLSOLQH�RI�GDWD�SURWHFWLRQ��DFFRUGLQJ�WR�Ζ'&�ȃ�
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Ȋ%ROWLQJ�VHFXULW\�RQWR�DQ�
LQIRUPDWLRQ�WHFKQRORJ\�
V\VWHP�DIWHU�LWV�FUHDWLRQ�
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DUH�RIWHQ�PRUH�FRVWO\�WR�
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GHYHORSPHQW�
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WKH�WHFKQRORJ\�HFRV\VWHP
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PREVENTION

Proactively protect your data, systems, and applications by preventing attacks from happening in the first place.  

(OHPHQW &XUUHQW�6WDWXV ΖPSURYHPHQW�3ODQ

1 9XOQHUDELOLW\�DVVHVVPHQWV

7R�UHPHGLDWH�RU�PLWLJDWH�
SRWHQWLDO�ULVNV��V\VWHPDWLFDOO\�
UHYLHZ�VHFXULW\�ZHDNQHVVHV�LQ�
LQIRUPDWLRQ�V\VWHPV�

2 3DWFK�PDQDJHPHQW

3DWFKLQJ�NQRZQ�YXOQHUDELOLWLHV�
PLQLPL]HV�WKH�ULVN�VXUIDFH�
H[SRVXUH�RI�DQ�RUJDQL]DWLRQ��
3DWFK�PDQDJHPHQW�UROOEDFNV�
KDYH�OLPLWDWLRQV�DQG�FDQ�EH�
VORZ��&UHDWH�DQ�LPDJH�EDFNXS�RI�
VHOHFWHG�PDFKLQHV�EHIRUH�
LQVWDOOLQJ�D�V\VWHP�RU�
DSSOLFDWLRQ�SDWFK�

3 Data loss prevention (DLP)

Monitoring and blocking sensitive 
data while in use and at rest will 
prevent potential data breaches 
and transmission to bad external 
actors. 

4 Security Awareness Training

Often how prepared staff is to 
meet cyberattacks and follow 
internal processes with security 
in mind determines the safety of 
corporate data.

5 Self and collaboration tools 
protection (Zoom, Webex, 
Teams)

Self-defense and hardening rules 
for specific applications help 
extend protection to all critical 
applications, especially those 
remote devices.

'R�\RXU�HQGSRLQW�VHFXULW\�VROXWLRQV�SURDFWLYHO\�VFDQ�EDFNXSV�IRU�YLUXVHV��YXOQHUDELOLWLHV��DQG�SDWFK�OHYHO�
WR�SUHYHQW�UH�LQIHFWLRQ"
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DETECTION

Detect issues and threats before they pose a risk to any environment.

(OHPHQW &XUUHQW�6WDWXV ΖPSURYHPHQW�3ODQ

1 $QWLYLUXV�DQG�DQWL�PDOZDUH

$�FRPELQDWLRQ�RI�$Ζ��DQG�
EHKDYLRU�EDVHG�GHWHFWLRQ�ZLOO�
SURWHFW�IURP�ERWK�WUDGLWLRQDO�
DQG�QH[W�JHQHUDWLRQ�IRUPV�RI�
LQWUXVLRQ��OLNH�]HUR�GD\�DWWDFNV�

2 $QWL�SKLVKLQJ

:KHQ�HQG�XVHUV�GRQȇW�UHFRJQL]H�
D�SKLVKLQJ�HPDLO��VHFXULW\�
PHDVXUHV�PD\�SUHYHQW�RU�EORFN�
SKLVKLQJ�DWWHPSWV�IURP�HQWHULQJ�
DQ�RUJDQL]DWLRQȇV�HPDLO�V\VWHP�
RU�IURP�VXFFHHGLQJ�LQ�VWHDOLQJ�
LQIRUPDWLRQ�IURP�WKH�XVHU��

3 85/�ILOWHULQJ

&RQWURO�DFFHVV�WR�WKH�LQWHUQHW�E\�
SHUPLWWLQJ�RU�GHQ\LQJ�DFFHVV�WR�
VSHFLILF�ZHEVLWHV�EDVHG�RQ�
LQIRUPDWLRQ�FRQWDLQHG�LQ�D�85/�
FDWHJRU\�OLVW�

4 ΖR&�EDVHG�GHWHFWLRQ

&KHFN�DJDLQVW�D�NQRZQ�OLVW�RI�
FRPSURPLVH�DWWULEXWHV�LI�HYLGHQFH�
RQ�D�FRPSXWHU�RU�QHWZRUN�
LQGLFDWHV�WKDW�WKH�QHWZRUNȇV�
VHFXULW\�KDV�EHHQ�EUHDFKHG�

5 Endpoint detection  
and response (EDR)

('5�FRPELQHV�UHDO�WLPH�
FRQWLQXRXV�PRQLWRULQJ�DQG�
FROOHFWLRQ�RI�HQGSRLQW��FRPSXWHU�
KDUGZDUH�GHYLFHV��GDWD�ZLWK�
UXOHV�EDVHG�DXWRPDWHG�UHVSRQVH�
DQG�DQDO\VLV�FDSDELOLWLHV�

Does your cybersecurity stack include automated generation of allowlists from backups?

$�&+(&./Ζ67�)25�Ζ03/(0(17Ζ1*�'$7$�3527(&7Ζ21�)25�6(59Ζ&(�3529Ζ'(56
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RESPONSE

(QDEOH�TXLFN�DFWLRQ�WR�PLQLPL]H�ULVN�

(OHPHQW &XUUHQW�6WDWXV ΖPSURYHPHQW�3ODQ

1 %ORFN�PDOZDUH�H[HFXWLRQ

3URWHFW�XVHUV�IURP�
LQDGYHUWHQWO\�H[HFXWLQJ�
PDOLFLRXV�ILOHV�DQG�VFULSW�ILOHV��
LQFOXGLQJ�WKRVH�OLNH�ILOH�OHVV�
DWWDFNV�WKDW�GRQȇW�ZULWH�ILOHV�WR�
WKH�GLVN�

2 'HYLFH�LVRODWLRQ

3UHYHQW�GHYLFHV�FRQQHFWHG�WR�D�
QHWZRUN�IURP�DFFHVVLQJ�RWKHU�
UHVRXUFHV�FRQQHFWHG�WR�WKH�
VDPH�RU�RWKHU�QHWZRUNV�RQFH�D�
FRPSURPLVH�KDV�EHHQ�
LGHQWLILHG�

3 ΖQFLGHQW�UHVSRQVH

+RZ�TXLFNO\�DQG�HIIHFWLYHO\�DQ�
RUJDQL]DWLRQ�UHVSRQGV�WR�GDWD�
EUHDFKHV�ZLOO�GHWHUPLQH�WKH�
ILQDQFLDO�DQG�UHSXWDWLRQDO�
GDPDJH�LW�IDFHV�

4 $OHUWV�DQG�QRWLILFDWLRQV

7KHVH�SURYLGH�WLPHO\�
LQIRUPDWLRQ�DERXW�FXUUHQW�
VHFXULW\�LVVXHV��YXOQHUDELOLWLHV��
DQG�WKUHDWV�

5 1HWZRUN�VHFXULW\

&HQWUDOL]HG�PDQDJHPHQW�RI�
QHWZRUN�VHFXULW\�LQIUDVWUXFWXUH�
ZLOO�HQDEOH�YLVLELOLW\�LQWR�
QHWZRUN�ZLGH�WUDIILF�DQG�WKUHDWV�
WR�VHFXUH�DFFHVV��SURWHFW�XVHUV�
DQG�DSSOLFDWLRQV��DQG�FRQWURO�
GDWD�IURP�DQ\ZKHUH�

Does your existing stack automatically adjust protection levels and begin backups based on security alerts?

$�&+(&./Ζ67�)25�Ζ03/(0(17Ζ1*�'$7$�3527(&7Ζ21�)25�6(59Ζ&(�3529Ζ'(56
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RECOVERY

Quickly and safely restore data from known, accurate backups in the event it gets compromised.

(OHPHQW &XUUHQW�6WDWXV ΖPSURYHPHQW�3ODQ

1 5HPRYH�PDOZDUH�IURP�
EDFNXS

6FDQQLQJ�IXOO�GLVN�EDFNXSV�
DW�D�FHQWUDOL]HG�ORFDWLRQ�KHOSV�
ILQG�SRWHQWLDO�YXOQHUDELOLWLHV�DQG�
PDOZDUH�LQIHFWLRQV�Ȃ�HQVXULQJ�
XVHUV�FDQ�UHVWRUH�D�PDOZDUH�IUHH�
EDFNXS�

2 ΖQVWDQW�ȊLQ�SODFHȋ�UHFRYHU�
DIIHFWHG�GDWD

ΖQVWDQW�UHFRYHU\�DOORZV�D�EDFNXS�
VQDSVKRW�WR�UXQ�WHPSRUDULO\�
DV�D�YLUWXDO�PDFKLQH��90��RQ�
VHFRQGDU\�VWRUDJH�DIWHU�D�IDLOXUH�
RU�GLVDVWHU�RFFXUV�

3 6DIH�UHFRYHU\

3DWFKLQJ�WKH�PDFKLQH�DQG�
DSSO\LQJ�WKH�ODWHVW�DQWL�PDOZDUH�
GHILQLWLRQV�DOORZV�XVHUV�WR�UHVWRUH�
WKH�26�LPDJH�ZLWK�WKH�ODWHVW�
SDWFKHV��UHGXFLQJ�WKH�FKDQFH�RI�D�
UHRFFXUULQJ�LQIHFWLRQ�

4 $XWRPDWLRQ

+DYLQJ�WKH�DELOLW\�WR�FRQILJXUH�
DOO�ZRUNIORZ�DUHDV�
DXWRPDWLFDOO\���DW�D�SURFHVV��
DSSOLFDWLRQ��RU�LQIUDVWUXFWXUH�
OHYHO���UHGXFHV�PDQXDO�
GHSHQGHQFLHV��

5 (PDLO�DUFKLYLQJ�DQG�
UHFRYHU\

3UHVHUYH�DQG�NHHS�RU�UHFRYHU�
EXVLQHVV�FULWLFDO�HPDLOV�

+RZ�FRQILGHQW�DUH�\RX�WKDW�\RX�DUH�UHFRYHULQJ�IURP�FOHDQ�EDFNXSV"

$�&+(&./Ζ67�)25�Ζ03/(0(17Ζ1*�'$7$�3527(&7Ζ21�)25�6(59Ζ&(�3529Ζ'(56
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Learn more at   
www.aGDSWLYHFORXG�com

$GDSWLYH&ORXGȠ�QDWLYHO\�
LQWHJUDWHV�EDFNXS��GLVDVWHU�
UHFRYHU\��$Ζ�EDVHG�DQWL�
PDOZDUH��UHPRWH�DVVLVWDQFH��
DQG�F\EHUVHFXULW\�LQWR�D�VLQJOH��
IDVW��HIILFLHQW��DQG�UHOLDEOH�WRRO��

+DUQHVV�WKH�3RZHU�RI�2QH
3URDFWLYHO\�SURWHFW�\RXU�FOLHQWV
�EXVLQHVV�
GDWD�IURP�WRGD\ȇV�DGYDQFHG�WKUHDWV�ZLWK��
WKH�ILYH�VWDJHV�RI�GDWD�SURWHFWLRQ�

/HDUQ�PRUH�DW���
KWWSV���ZZZ�DGDSWLYHFORXG�FRP

RHIHUHQFHV
���&\EHUVHFXULW\�IRU�60%V�ΖV�WKH�+HUFXOHDQ�7DVN�RI�063V��'DUN�5HDGLQJ��1RYHPEHU�����

��5DQVRPZDUH�SURWHFWLRQ�PHDQV�PRUH�WKDQ�D�VLPSOH�EDFNXS��2PGLD��0DUFK�����

��$GGUHVVLQJ�&\EHU�3URWHFWLRQ�DQG�'DWD�3URWHFWLRQ�+ROLVWLFDOO\��Ζ'&��$SULO�����

��'DWD�6HFXULW\�6WUDWHJLHV�$UH�DW�WKH�+HDUW�RI�&\EHUVHFXULW\��2PGLD��7DQQHU�-RKQVRQ��2FWREHU�����

FORENSICS

Mitigate future risks by collecting and performing forensic investigations.

(OHPHQW &XUUHQW�6WDWXV ΖPSURYHPHQW�3ODQ

1 )XOO�GDWD�EDFNXSV

&DSWXUH�DOO�GDWD�IURP�VRXUFH�
GHYLFHV��FRPSXWHUV��FHOO�SKRQHV��
WDEOHWV��HWF���IRUHQVLFDOO\�VR�WKDW�
DOO�RULJLQDO�GDWD�LV�LQ�DQ�XQDOWHUHG�
VWDWH�

2 )RUHQVLF�GDWD�LQ�EDFNXSV

&DSWXUH�D�PHPRU\�VQDSVKRW�
LQFOXGLQJ�WKH�VWDWH�RI�DOO�
UXQQLQJ�SURFHVVHV�WRJHWKHU�
ZLWK�WKH�EDFNXS��

3 ('5

3HUIRUP�URRW�FDXVH�DQDO\VLV�WR�
LGHQWLI\�WKH�RULJLQ�RI�
FRPSURPLVH�DQG�LQIHFWLRQ�SDWK�

Does your forensics system have access to backups to help with incident response analysis?

https://www.acronis.com/cyber-protection/?utm_source=whitepaper&utm_medium=referral&utm_campaign=Cyber-Protection-Checklist-WP
https://www.darkreading.com/vulnerabilities---threats/cybersecurity-for-smbs-is-the-herculean-task-of-msps-/d/d-id/1339286?cid=smartbox_techweb_whitepaper_14.500004256
https://omdia.tech.informa.com/OM016974/Ransomware-protection-means-more-than-a-simple-backup
https://www.acronis.com/en-us/resource-center/resource/419/
https://omdia.tech.informa.com/OM014366/Data-Security-Strategies-Are-at-the-Heart-of-Cybersecurity
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